Amina Rahman
Phone: (202) 123-4567   |   Email: amina.rahman.sec@email.com   |   Portfolio: github.com/aminarahman-sec
Associate Cybersecurity Analyst
Cybersecurity analyst with internship experience in detection, response, and vulnerability management.
PROFILE
• Security: SIEM Monitoring, Incident Response, Vulnerability Management, Threat Detection, Cloud Security
• Tools: Splunk, Microsoft Sentinel, CrowdStrike, Nessus, Wireshark, Active Directory
• Technical: Python, PowerShell, Bash, Linux, Automation Scripting, Documentation

PROFESSIONAL EXPERIENCE
	Booz Allen Hamilton - Cybersecurity Analyst Intern - McLean, VA
	06/2025 – 08/2025

	• Proactively monitored SIEM alerts and triaged endpoint and identity incidents, reducing response time by 25%
• Developed Python scripts to generate automated vulnerability reports, cutting analyst prep time by 35% weekly
• Built and documented critical phishing and credential-compromise playbooks, improving team efficiency by 20%
• Assisted in proactive hardening of cloud environments, which reduced critical vulnerabilities by 40% over 3 months
• Drove incident response activities and integrated SIEM tools, contributing to 15% faster post-incident documentation
• Partnered with analysts on detection rule improvements via code review, increasing alert accuracy by 30%
• Generated security metrics for leadership via Splunk dashboards, enhancing visibility into threat landscape by 50%


	Capital One - Security Operations Intern - McLean, VA
	05/2024 – 08/2024

	• Validated remediation of vulnerabilities across 500+ cloud workloads for 100% compliance before audit deadlines
• Built PowerShell scripts for user-access auditing, detecting 200+ stale accounts automatically and triggering alerts
• Supported red-team/blue-team exercises, documenting 50+ findings using MITRE ATT&CK to improve defenses
• Assisted in tracking and reporting vulnerability remediation progress, reducing open issues by 60% in 2 months
• Contributed to system hardening efforts, lowering attack surface by 25% using Windows GPO and CIS benchmarks
• Maintained and updated analyst runbooks in Confluence, streamlining workflows and cutting training time by 30%



PROJECT EXPERIENCE
	SOC Alert Prioritization Engine
	01/2025 – 04/2025

	• Designed a statistical prioritization model applying severity weighting to reduce false-positive triage load by 29%
• Integrated analyst feedback loop into Python scripts, tuning escalation logic and improving accuracy by 35%
• Developed Python automation scripts for alert enrichment, cutting manual review time by 50% via API integrations
• Validated model with real SOC data through rigorous testing, achieving 90% precision in threat detection


	Incident Response Automation Toolkit
	09/2024 – 12/2024

	• Engineered Python scripts to enrich and correlate IOC data from threat feeds, reducing investigation time by 40%
• Developed a Python tool to automate host context collection for endpoint alerts, speeding up triage by 50%
• Automated generation of incident summaries with custom scripts, improving documentation consistency by 60%
• Integrated with Splunk for real-time data, enhancing detection capabilities by 30% through automated queries


	Zero-Trust Lab Environment
	02/2024 – 05/2024

	• Designed and built segmented network with identity-based access controls, preventing 100% of lateral movement
• Validated policy effectiveness through adversary emulation and MITRE ATT&CK, reducing attack paths by 80%
• Built and automated cloud sandbox environment, enabling rigorous testing of security controls in isolation
• Synthesized technical findings and strategic recommendations, improving team understanding of zero-trust by 70%



EDUCATION
	The George Washington University - Master of Science in Cybersecurity
	08/2024 – 05/2025

	Relevant Courses: Incident Response Automation, Network Hardening, Threat Detection Engineering

	Virginia Tech - Bachelor of Science in Information Technology
	08/2020 – 05/2024

	

	CompTIA Security+ - CompTIA
	10/2024

	Microsoft Certified: Security Operations Analyst Associate - Microsoft
	03/2025



